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Top 5 Priorities

Priority 1: Data Mapping and Retention

Priority 2: Vendor Contracts

Priority 3: Preservation Obligations v. Consumer Rights

Priority 4: Privilege in Incident Response

Priority 5: External Representations
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DATA MAPPING
AND RETENTION
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" You can’t manage what you don’t know you have.

= Accuracy is key.

" Map data, hardware and software so you know where
your data lives. If we know better, we do better.

= Data mapping is also helpful in complying with
CCPA/CPRA/GDPR obligations.

" |[mportant to: draft disclosures, secure data, inform data
retention policies and respond to requests
beginning January 1, 2023
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Other Value to a Data Map/Inventory

It shows us what data we have, including dark data that may not have been widely known to exist.

It allows us to identify which sources of data are trustworthy.

It allows us to see where we have data that is sensitive or subject to regulatory or policy controls.

It allows us to identify data that has value that is not being utilized/monetized.

It allows us to identify data that is risky and the benefits of maintaining it are not commensurate with that risk.

It allows us to see data that is subject to other controls such as a legal hold or investigations.

It helps inform roles and responsibilities so the organization can make intelligent business decisions about how to maximize the value of the
data, minimize risks without interfering with investigations and legal processes or violating any regulation or policies.
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What Is A Record?

= Records are the evidence of
what an organization does.

= Records capture the business activities and
transactions, correspondence, customer/client
files, employee files, financial records.

= Where can records be found?

- Electronic file management systemes,
the cloud, and physical storage spaces.

- Examples: Emails, letters, memoranda,
photographs, videos, text messages,
instant messages (Slack, Zoom, Teams).

/‘CC . SheppardMullin



Record Retention Policy: Ensuring Compliance

with Legal Requirements to Retain Records

" What is a Record Retention Policy?

" Best practice is to retain documents based on:

— A contractual, statutory, or regulatory requirement.
— Business need.
— To preserve the ability to pursue or defend against a claim (litigation hold).

" Records are information assets and have value, when properly

catalogued and organized.
— Business units have a duty to stakeholders to manage records effectively, driving
workforce efficiency.
— Some records contain protected, proprietary or sensitive information that must
be appropriately identified and safeguarded.
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Record Retention Policy: Permission to Destroy

= California Privacy Rights Act goes into effect January 1, 2023.
= Document retention is front and center in the CPRA.

= At or before the point of collection, the business must inform consumers
of “the length of time the business intends to retain each category of
personal information ... or if that is not possible, the criteria used to
determine such period.” Civil Code Section 1789.100(a)(3).

= The CPRA further requires that the retention of personal information
“shall be reasonably necessary and proportionate to achieve the
purposes for which the personal information was collected or
processed.” Civil Code Section 1789.100(c).
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Case Study: In re InfoTrax (2019)

= FTC cited a business’s ineffective record retention practices as a basis for
a data security enforcement action.

= FTC listed the business’s failure “to have a systematic process for
inventorying and deleting consumers’ personal information stored on
InfoTrax’s network that is no longer necessary,” as one of the
unreasonable security practices that led to multiple and repeated
security breaches.

= As part of negotiated settlement, FTC required InfoTrax, among other
things, to implement a comprehensive information security program
that is subject to third-party biennial assessments for the next 20 years.
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The Lifecycle Of A Record

Safeguard
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Signs Of An Effective Record Retention program

ONONOKC

Collaborative Clear and Complete Controlled Compliant
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VENDOR CONTRACTS
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Contract Requirements

Prohibition on Sharing Pl > No J X No
Prohibition on Processing Outside the Specified

Prohibition on Combining PII with PI from Other

Sources Outside the Business Purpose X No J Yes X No X No
Instructions for Processing ¥ No ¥ No v  Yes Yes
Nature and Purpose of Processing > No X No v Yes X No
Type of Data Subject Related to the Processing K No X No /  Yes K No
Type of Personal Information Subject to the

Processing K No X No X No ' Yes
Processing Duration ¥ No ¥ No W Yes W Yes
Rights and Obligations of Both Parties ¥ No ¥ No Yes J  Yes
Notice and Opportunity to Object to Subcontractors > No X No » No W Yes
Duty of Confidentiality » No » No J  Yes Yes
Require Implementation of Technical and

Organizational Security Measures XK No K No K No \/ Yes
Return of Confidential Information X No X No J Yes v" Yes
Provide Information Demonstrating Compliance »® No W Yes  Yes W Yes
Reasonable Audits » No W Yes /  Yes W Yes
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HOTLY CONTESTED DPA TERMS

Indemnification

Limitation of
Liability
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Kronos Security Breach

= 12/11/21 — Ultimate Kronos Group discovered the Kronos Private Cloud was compromised by a ransomware attack

Kronos provides human
resource management
services such as payroll,
attendance and scheduling
for organizations

Customers used certain Kronos
functions to track employee time
entry, and to calculate and track
pay including overtime or holiday
pay. While offline time clocks still
worked, Kronos and its customers
were unable to access or collect
that data.
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Some data was exfiltrated 12/29/21 — Kronos announces

plan for restoration by end of
January




Kronos Fallout

socsfon of
pefne Counael

UNITED STATES DISTRICT COURT
SOUTHERN DISTRICT OF NEW YORK

THERESA MILERSON, individually and on
behalf of all others similarly situated,

Plaintiff,

against

METROPOLITAN TRANSPORTATION
AUTHORITY, NEW YORK CITY TRANSIT
AUTHORITY, MANHATTAN AND BRONX
SURFACE TRANSIT OPERATING
AUTHORITY,

Defendants,

Case No.;

LLECTIVE ION
COMPLAINT

JURY TRIAL DEMANDED

UNITED STATES DISTRICT COURT
WESTERN DISTRICT OF PENNSYLVANIA
PITTSBURGH DIVISION

DEVIN DROBSCH, individually and on
behalf of all others similarly situated,

V.

PEPSICO, INC.

Case No.

UNITED STATES DISTRICT COURT
NORTHERN DISTRICT OF GEORGIA

JAMES CLICK, individually and on
behalf of all others similarly situated,
V.

MERCEDES-BENZ USA, LLC,
a Foreign Limited Liability Company

Case No.

FLSA Collective Action

FeD. R. C1v. P. 23 Class Action

PLAINTIFF’S ORIGINAL CLASS ACTION COMPLAINT

SheppardMuliin

PLAINTIFF’S ORIGINAL COLLECTIVE ACTION COMPLAINT

UNITED STATES DISTRICT COURT _

MIDDLE DISTRICT OF PENNSYLVANIA
HARRISBURG DIVISION

CORBIN  HOLBERT and BRET
GLIDEWELL, each individually and on
behalf of all others similarly situated,

Ve

THE GIANT COMPANY LLC

Case No.

CLASS/COLLECTIVE ACTION
PURSUANT TO 29 U.S.C. §216(b)
and FED. R. CIV. P. 23

PLAINTIFFS’ ORIGINAL CLASS AND COLLECTIVE ACTION
COMPLAINT
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Kronos SAAS Terms and Conditions

12.0 DATA SECURITY

12.1 As part of the Services, Kronos shall provide administrative, physical, and technical
safeguards for the protection of the security, confidentiality and integrity of Customer data.
Customer acknowledges that such safeguards endeavor to mitigate security incidents, but such
Incidents may not be mitigated entirely or rendered harmless. Customer should consider any
particular Kronos supplied security-related safeguard as just one tool to be used as part of
Customer's overall security strategy and not a guarantee of security. Both parties agree to

comply with all applicable privacy or data protection statutes, rules, or regulations governing the
respective activities of the parties under the Agreement.
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Kronos SAAS Terms and Conditions

13. INDEMNIFICATION

13.1 Kronos shall defend Customer and its respective directors, officers, and employees
(collectively, the "Customer Indemnified Parties"), from and against any and all notices,
charges, claims, proceedings, actions, causes of action and suits, brought by a third party (each
a "Claim") alleging that the permitted uses of the Services infringe or misappropriate any United
States or Canadian copyright or patent'and will indemnify and hold harmiess the Customer
Indemnified Parties against any liabilities, obligations, costs or expenses (including without
limitation reasonable attorneys' fees) actually awarded to a third party as a result of such Claim
by a court of applicable jurisdiction or as a result of Kronos' settlement of such a Claim. In the
event that a final injunction is obtained against Customer's use of the Services by reason of
infringement or misappropriation of such copyright or patent, or if in Kronos' opinion, the
Services are likely to become the subject of a successful claim of such infringement or
misappropriation, Kronos, at Kronos' option and expense, will use commercially reasonable
efforts to (a) procure for Customer the right to continue using the Services as provided in the
Agreement, (b) replace or modify the Services so that the Services become non-infringing but
remain substantively similar to the affected Services, and if neither (a) or (b) is commercially
feasible, to (c) terminate the Agreement and the rights granted hereunder after provision of a
refund to Customer of the Monthly Service Fees paid by Customer for the infringing elements of
the Services covering the period of their unavailability.
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Kronos SAAS Terms and Conditions

14. LIMITATION OF LIABILITY

14.1 EXCEPT AS SPECIFICALLY PROWVIDED IN THIS AGREEMEMNT, KROMOS AMND ITS
SUFPFLIERS WILL MOT BE LIAEBLE FOR AMNY DAMAGES OR INJURIES CAUSED BY THE USE OF
THE SERWICES OR BY ANY ERRORS. DELAYS, INTERRUFPTIOMNS IMNM TRAMNSMISSIOMN, OR
FAILURES OF THE SERVICES.

14 .2 EXCEPT FOR KROMNOS®" INMDEMMNIFICATION OBLIGATIOMNS SET FORTH IMN SECTIOMN 13
ABOWE, THE TOTAL AGGREGATE LIABILITY OF KROMNMOS OR KROMNOS' SUPPLIERS TO
CUSTOMER ANDVOR AMNY THIRD PARTY IMN COMNMECTION WITH THE AGREEMEMNT SHALL BE
LIMITED TO DIRECT DAMAGES PROWEMN BY CUSTOMER, SUCH DIRECT DAMAGES NOT TO
EXCEED AN AMOUMNT EQUAL TO THE TOTAL NMET PAYMEMNTS RECEIWED BY KROMNOS FOR THE
SERVICES INMN THE TWELWE (12} MOMTH PERIOCD IBMMEDIATELY PRECEDING THE DATE IM
WWHICH SUCH CLAINM ARISES.

14.3 EXCEPT FOR KROMNOS" INMDEMMNIFICATION OBLIGATIOMNS SET FORTH IMN SECTIOMN 132
ABOWE, IMN NGO EVEMNT SHALL KRCOMNOS OR KROMNOS® SUPPLIERS, THEIR RESPECT IWE
AFFILIATES, SERVICE PROVIDERS, OR AGENTS BE LIABLE TO CUSTOMER OR AMNY THIRD
FPARTY FOR AMNY INCIDEMNTAL, SPECIAL. PUNITIVE, COMSEQUEMNTIAL OR OTHER INDIRECT
DAMAGES OR FOR AMNY LOST OR IMPUTED PROFITS OR REVENUES, LOST DATA OR COST OF
FROCUREMEMNT OF SUBSTITUTE SERVICES RESULTIMNG FROM DELAYS, NOMDELIWERIES,
MISDELIWERIES OR SERVICES INTERRUFPTION, HOWEVER CAUSED., ARISING FROM OR
RELATED TO THE SERVICES OR THE AGREEMEMNT, REGARDLESS OF THE LEGAL THECRY
UNDER WHICH SUCH LIABILITY IS ASSERTED, WHETHER BREACH OF WARRADMT™Y,
INDEMMNMIFICATION, NEGLIGEMNMCE, STRICT LIABILITY OR OTHERWISE. AMNMD WHETHER
LIABILITY IS ASSERTED IMN COMNTRACT, TORT OROTHERWISE, AMND REGARDLESS OF
WHETHER KROMNOS OR SUPFLIER HAS BEEMN ADVISED OF THE

FPOSSIBILITY OF AMY SUCH LIABILITY, LOSS OR DAMAGE.

14 4 EXCEPT WITH RESPECT TO LIABILITY ARISING FROM KROMNOS' GROSS NMEGLIGEMNCE OR
WILLFUL PAISCOMNDIICT, KROMNOS DISCLAIMS AMNY AMD ALL LIABILITY, INCLUDIMNG WYWITHOILT
LIMMITATION LIABILITY RELATED TO A BREACH OF DATA SECURITY AMND COMFEFIDEMNTIEALITY
OBLIGATIONS, RESULTING FROM ANY EXTERMALLY INTRODUCED HARMFEFUL PROGRADMNM
(INCLUDING WITHOUT LIMITATION WIRUSES, TROJAM HORSES. AMD WORMS), CUSTOMER'S
COMNTEMNT OR APFPLICATIONS, THIRD PARTY UNALTHORIZED ACCESS OF EQUIFMEMNT, SAAS
APPLICATIONS OR SYSTEMS, OR MACHIMNE ERROR.
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Putting It Into Practice

Set YOUR
Market
‘ Terms

; "N \ . N
Collaborate f \ .
. ‘ ‘ Confirm
with |
. Insurance
Business ; |
\ | Coverage
Teams ‘
/)’

\\_/
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DOCUMENT PRESERVATION V.
CONSUMER RIGHTS
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Consumer Data Rights
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PRESERVING PRIVILEGE IN DATA
SECURITY INCIDENT RESPONSE
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Why Does Privilege Matter During IR?

" During IR, companies usually
discover information that is both:
(1) necessary to remediate and
prevent future incidents; and (2)
harmful to the company’s defense
should a regulatory investigation
or lawsuit ensue.

= “Reasonable security measures” /
Negligence
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What Protections May Apply?

Attorney Client Privilege

= Protects confidential communications between lawyers and their clients
that relate to the request for, or rendering of, legal advice.

Work Product Doctrine

Protect documents or analyses performed by, or at the direction of,
legal counsel in anticipation of litigation.

Includes documents that would not have been created in substantially
similar form but for the prospect of that litigation.
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When Do The Protections Apply?

The intricacies of attorney-
client privilege are funny.
But not “ha-ha” funny.
More “psych, you're
not protected” funny.

-§
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Case Study: In Re: Capital One (2020)

o Nov. 2015 Q 19 July 2019 Q 26 July 2019 o Sep. 2019

MSA between Mandiant Breach confirmed after Addendum to add Mandiant issues report
and Capital One é\i/tvl—lsugata posted on pen tests of systems
and endpoints

"detailing the technical
factors that allowed the
criminal hacker to
penetrate Capital One's
security."

o >

SOW with Mandiant to Letter Agreement with First class action lawsuit
perform cyber IR services outside counsel filed against Capital One

OJan. 2019 024 July 2019 030 July 2019
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Capital One Reasoning

b

/ ACC testons

Scope of Work

Use and
Disclosure

SheppardMuliin

“There is no question that at the time
Mandiant began its ‘incident response
services’ in July 2019, there was a very
real potential that Capital One would be
facing substantial claims following its
announcement of the data breach.
Therefore, the determinative issue is
whether the Mandiant Report would have
been prepared in substantially similar
form but for the prospect of that
litigation.”




Case Study: Wengui v. Clark Hill (2021)

“...Clark Hill has not met its burden to Key Considerations

show that the Report, or a substantially

similar document, would [not] have been
created in the ordinary course of business
irrespective of litigation...The problem for

the defense here is that its two-track story

RF(?\S Iltt*ecsluplfglrltl in the rzct%rd---- D&P referred to as “incident response team”
ough Clark Hill papered the

arrangement using its attorneys, that

approach ‘appears to [have been] : .

designed to help shield material from Sharing of D&P report with IT and FBI

disclosure’ and is not sufficient in itself to

provide work-product protection. ”

Dual Track — No documents, report or
findings from non-privileged “investigation”

Use of report for remediation and system

hardening
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Case Study: In Re Rutter’s Data Security Breach (2021)

* May 2019: Rutter’s received two Carbon Black Defense alerts
identifying the execution of suspicious scripts and indications of
potentially compromised credentials.

» Rutter’s retained outside breach counsel “to advise Rutter’s on any
potential notification obligations.”

» Counsel thereafter retained Kroll Cyber Security “to conduct forensic
analyses on Rutter’'s card environment and determine the character

and scope of the incident.”

" |In the subsequent data breach litigation, plaintiffs sought both the
forensics report produced by Kroll and “related communications”
between Kroll and Rutter’s.
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Adverse Facts in Rutter’s

The agreement between Rutter’s
and Kroll stated that the “purpose
of the investigation was to
determine whether data was
compromised, and the scope of
such compromise if it occurred.”

There was no evidence that the
law firm received the report
before Rutter’s did.

/‘CC e SheppardMullin

The agreement also indicated
that the vendor was merely
retained to collect data, monitor
IT equipment, and determine
whether it had been
compromised.

Holding: forensic report
discoverable.

There was evidence that the
report would have been prepared
regardless of whether a suit was
ultimately filed.




In-House Counsel Lessons

Retention Allow outside counsel to retain the forensics firm

Agreement Clearly define the legal advice sought and purpose in retainer agreement

Payment Pay for litigation-related cybersecurity services from your litigation or legal budget.

Different Forensic Outside counsel should be instructed not to use the same cybersecurity firm as
Investigators the organization has formally retained to investigate/remediate cyber incident.

Limit Audience
and Use

Strictly limit the distribution of any post-breach forensic report to those with a litigation need-to-know.
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EXTERNAL REPRESENTATIONS
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Contents of the Privacy Policy
L 0 S e

[T - . - y
EESTTeRCROR . - . . x . x o
[ESEE - . - -
Categories of Data Shared v Yes v Yes v Yes v Yes
g;l;erggries of Third Parties with Which Data is -J Yes J Yes J Yes X No
Description of Consumer Rights Yes +  Yes b 4 No v Yes
Means to Exercise Consumer Rights ~  Yes +  Yes +  Yes < Yes
8?3003?@ of “Selling” Practices and Method to J Yes v Yes " Yes " | Yes
'\D/li;:hlgzutroe 81;) Ig&fted Advertising Practices and % No J Yes J Yes \f Yes
ggig[ﬁ:lgrn R?e]; CEtljgslflf;ocess Used to Verify -J Yes J Yes X No X No
Authorized Agent Instructions W Yes v Yes x No x No
Consumer Request Metrics o Yes v Yes b 4 No b 4 No
Date Last Updated v Yes v Yes b 4 No b4 No
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FTC Enforcement

* FTC consistently goes after companies that do not accurately
represent their data privacy and security practices.

= Case Study: In Re Residual Pumpkin Entity (2021)

* Representations:

- email responses to commonly asked questions: “CafePress.com also pledges
to use the best and most accepted methods and technologies to insure [sic]
your personal information is safe and secure.”

- Check out page: “Safe and Secure Shopping. Guaranteed.”

* Negotiated Settlement in March 2022:
- $500,000 fine
- Establish and implement comprehensive information security program.
- Subject to third-party biennial assessments for the next 20 years.
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FTC Gearing Up

» FTC Chair Lina Khan’s speech at IAPP Summit (April 2022).

= “IT]he realities of how firms surveil, categorize, and monetize user data in
the modern economy invite us to consider how we might need to update
our approach further yet.”

" FTCis considering initiating rulemaking to address commercial
surveillance and lax data security practices.

= Khan: the current “notice and consent” model is “outdated and
insufficient,” with the criticality of modern technology to everyday life
limiting consumers’ alternatives.

" TL; DR: Get ready for more FTC action on privacy matters.
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California AG Enforcement

= CCPA Notice And Cure
= Office of the Attorney General (OAG) is

Rob Bonta ©
2AGRobBonta

responsible for enforcing the CCPA. This #DataPrivacyDay, we're issuing notices to
business that operate loyalty programs & use personal
= OAG began sending notices of aIIeged information in violation of the #CCPA.
noncomphe.ance to companies on July 1, Businesses must be transparent about how they're
2020, the first day CCPA enforcement using their customers' data.
began.
0a§.Ca.EO
= Once a company is notified of alleged “ gn Drataftwacgt:ay "jf°:’:"’ff;°'a' E:ontajP\n.'f:.s_sn.nf?

financial incentive if profiting from the coliection of

noncompliance, it has 30 days to cure
that noncompliance.

/XCC i SheppardMullin
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California AG Enforcement, Companies Targeted

* Industry: Social Media Platform * Industry: Children’s Toys Distribution

= A business that launched a social media = A business that distributes children’s
platform and advertised itself as being toys did not provide notice of the
pro-privacy failed to inform consumers required CCPA consumer rights, did not
about their CCPA rights. Include the methods for consumers to

exercise their CCPA rights to request to
know and delete, did not list the
categories of personal information it
disclosed, and did not state whether or

* The business also exchanged personal
information about users’ online activities
with _\éarlo%s ttrgjl_rdd-patrty aP?AytICS o
providers but did not post the require : - SR
notices or provide consumers with tnhoet |t£sa%d1§orlﬁlo|zr)ﬁgonal Information in
methods to opt-out of the sale personal P _ C o _
Information. * The business also claimed in its privacy

= After being notified of alleged policy that it could charge a fee for

noncompliance, the company updated pobessing a consumer's request to

Its privacy policy and removed all third- C .

party trackers from its app and website. = After being notified of alleged _
noncompliance, the business updated its
privacy policy to address these issues.
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The Cornerstones: Accurate, Current, Reliable

0 What Information You Collect, How You Collect it, and What You Do With it.
Who You May Share Data With
.

\/_— Consumer Rights
Mandatory Disclosures (Cookies etc.)
Vv -
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Privacy Policy “DON’Ts”

Privacy Policy

Effective Date: July 19, 2018

Mansueto Ventures LLC ("Mansueto Ventures® or ‘we”) adopted this Privacy Policy to reflect our commitment to protecting your
privacy. We take the collection of personal information from our Users seriously and are committed to protecting each User's
privacy in accordance with this Privacy Policy.

In this Privacy Policy, we use the term "User” to include any individual who accesses and uses any of the Services,

Set it and forget it
" Annual update required
" Must reflect current practices
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DON'T

=—I—\What Information We Have & Where We Get It
000
We collect and store different types of information about you when you create an account, buy tickets, contact us, and use our

websites, apps and social media.
Learn More

3’§€ Write in Legalese
How We Use Your Information & Why

= (aim for 6t grade)

We collect and use your information for lots of reasons such as helping you get into the shows you love, sharing news, for
marketing and as otherwise required by law. =" Trans parency = Trust
Leamn More

(I8Who We Share Your Data With & Why

We may share your information with the event providers as well as other third parties associated with the service provided.
Learn More
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DON'T

Status Privacy & Terms ContactUs ) Change Region

Hide the Privacy Policy

= Accessible from any page
Your privacy

We use cookies to improve your expenence on our site and to show you

= Use the word “privacy”

personalised advertising

‘0 find out more, read our privacy policy and cookie policy
l'o find out more, read our privacy policy and cookie policy

Vv 'mOKwiththat BEUT 0
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DON'T

//‘ C “Amncaton of
- Loponne Counael

Create an Account

ﬁ Having a Walmart.ca account helps you:
® =
[ )

S— ¢ Check out faster
¢ Save shopping lists
¢ Create Registries
* View your purchase history

All fields are required except where indicated.

Email address

you@emalil.com

First Name
Password

| have read and accept the Privacy Policy.
Sign up for Walmart.ca emails (optional)

Subscribe to get up-to-date information on our weekly flyer
features, Rollback & Clearance items, exclusive products, and
other Walmart offers. You can unsubscribe anytime.

Create my account

SheppardMuliin

Forget to ask for consent

= Not enforceable in most jurisdictions
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Sty ofyourPersonal Informato

T2 Heathcom st hesurofouprsonl e o o choces fr s ended e, Wecrly ot our gt

o5, misuse Unauthonzed acess or disclosre aleation or destucton Make unnecessary promises

= Stick to the law
Youresonl omaion e s companyiou ur e, ceot undecondions ane e e e company, i

=  Avoid use as a “weapon” following
st gassuorcontole svers e e a data security incident
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Questions?
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