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Top 5 Priorities

Priority 1: Data Mapping and Retention

Priority 2: Vendor Contracts

Priority 3: Preservation Obligations v. Consumer Rights

Priority 4: Privilege in Incident Response

Priority 5: External Representations
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DATA MAPPING 

AND RETENTION
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Data Mapping

▪ You can’t manage what you don’t know you have. 
▪ Accuracy is key. 
▪ Map data, hardware and software so you know where 

your data lives. If we know better, we do better.
▪ Data mapping is also helpful in complying with 

CCPA/CPRA/GDPR obligations. 
▪ Important to: draft disclosures, secure data, inform data 

retention policies and respond to requests 
beginning January 1, 2023
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Other Value to a Data Map/Inventory

It allows us to identify which sources of data are trustworthy.

It shows us what data we have, including dark data that may not have been widely known to exist.

It allows us to see where we have data that is sensitive or subject to regulatory or policy controls.

It allows us to identify data that has value that is not being utilized/monetized.

It allows us to identify data that is risky and the benefits of maintaining it are not commensurate with that risk.

It allows us to see data that is subject to other controls such as a legal hold or investigations.

It helps inform roles and responsibilities so the organization can make intelligent business decisions about how to maximize the value of the 
data, minimize risks without interfering with investigations and legal processes or violating any regulation or policies.
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What Is A Record?

▪ Records are the evidence of 
what an organization does. 

▪ Records capture the business activities and 
transactions, correspondence, customer/client 
files, employee files, financial records.

▪ Where can records be found? 

- Examples: Emails, letters, memoranda, 
photographs, videos, text messages, 
instant messages (Slack, Zoom, Teams).

- Electronic file management systems, 
the cloud, and physical storage spaces.
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Record Retention Policy: Ensuring Compliance 
with Legal Requirements to Retain Records 

▪ What is a Record Retention Policy?
▪ Best practice is to retain documents based on:

− A contractual, statutory, or regulatory requirement.
− Business need.
− To preserve the ability to pursue or defend against a claim (litigation hold).

▪ Records are information assets and have value, when properly 
catalogued and organized.

− Business units have a duty to stakeholders to manage records effectively, driving 
workforce efficiency. 

− Some records contain protected, proprietary or sensitive information that must 
be appropriately identified and safeguarded.
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Record Retention Policy: Permission to Destroy

▪ California Privacy Rights Act goes into effect January 1, 2023.

▪ Document retention is front and center in the CPRA. 

▪ At or before the point of collection, the business must inform consumers 
of “the length of time the business intends to retain each category of 
personal information … or if that is not possible, the criteria used to 
determine such period.” Civil Code Section 1789.100(a)(3). 

▪ The CPRA further requires that the retention of personal information 
“shall be reasonably necessary and proportionate to achieve the 
purposes for which the personal information was collected or 
processed.” Civil Code Section 1789.100(c).
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Case Study: In re InfoTrax (2019)

▪ FTC cited a business’s ineffective record retention practices as a basis for 
a data security enforcement action.

▪ FTC listed the business’s failure “to have a systematic process for 
inventorying and deleting consumers’ personal information stored on 
InfoTrax’s network that is no longer necessary,” as one of the 
unreasonable security practices that led to multiple and repeated 
security breaches.

▪ As part of negotiated settlement, FTC required InfoTrax, among other 
things, to implement a comprehensive information security program 
that is subject to third-party biennial assessments for the next 20 years.

10



The Lifecycle Of A Record

Create

Maintain

Safeguard

Destroy
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Signs Of An Effective Record Retention program

Collaborative Clear and Complete Controlled Compliant
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VENDOR CONTRACTS
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Contract Requirements
Items Required  CCPA  CPRA  VCDPA  CPA 

Prohibition on Sharing PlI  No  Yes  No  No 

Prohibition on Processing Outside the Specified 
Business Purpose   Yes  Yes  No  No 

Prohibition on Combining PII with PI from Other 

Sources Outside the Business Purpose  No  Yes  No  No 

Instructions for Processing  No  No  Yes  Yes 

Nature and Purpose of Processing  No  No  Yes  No 

Type of Data Subject Related to the Processing  No  No  Yes  No 

Type of Personal Information Subject to the 

Processing  No  No  No  Yes 

Processing Duration  No  No  Yes  Yes 

Rights and Obligations of Both Parties  No  No  Yes  Yes 

Notice and Opportunity to Object to Subcontractors  No  No  No  Yes 

Duty of Confidentiality  No  No  Yes  Yes 

Require Implementation of Technical and 
Organizational Security Measures  No  No  No  Yes 

Return of Confidential Information  No  No  Yes  Yes 

Provide Information Demonstrating Compliance  No  Yes  Yes  Yes 

Reasonable Audits  No  Yes  Yes  Yes 
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HOTLY CONTESTED DPA TERMS

Indemnification

Limitation of 
Liability
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Kronos Security Breach

▪ 12/11/21 – Ultimate Kronos Group discovered the Kronos Private Cloud was compromised by a ransomware attack

Kronos provides human 
resource management 
services such as payroll, 
attendance and scheduling 
for organizations

Customers used certain Kronos 
functions to track employee time 
entry, and to calculate and track 
pay including overtime or holiday 
pay. While offline time clocks still 
worked, Kronos and its customers 
were unable to access or collect 
that data.

Some data was exfiltrated 12/29/21 – Kronos announces 
plan for restoration by end of 
January
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Kronos Fallout
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Kronos SAAS Terms and Conditions
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Kronos SAAS Terms and Conditions
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Kronos SAAS Terms and Conditions
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Putting It Into Practice

Start 
Now 

Set YOUR 
Market 
Terms

Confirm 
Insurance 
Coverage

Audit

Collaborate 
with 

Business 
Teams
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DOCUMENT PRESERVATION V. 
CONSUMER RIGHTS



Consumer Data Rights 

CORRECT

DELETE

ACCESS
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PRESERVING PRIVILEGE IN DATA 
SECURITY INCIDENT RESPONSE
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Why Does Privilege Matter During IR?

▪ During IR, companies usually 
discover information that is both: 
(1) necessary to remediate and 
prevent future incidents; and (2) 
harmful to the company’s defense 
should a regulatory investigation 
or lawsuit ensue.

▪ “Reasonable security measures” / 
Negligence
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What Protections May Apply?

▪ Protects confidential communications between lawyers and their clients 
that relate to the request for, or rendering of, legal advice.

▪ Protect documents or analyses performed by, or at the direction of, 
legal counsel in anticipation of litigation.

▪ Includes documents that would not have been created in substantially 
similar form but for the prospect of that litigation.

Work Product Doctrine

Attorney Client Privilege
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When Do The Protections Apply?
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Case Study: In Re: Capital One (2020)

MSA between Mandiant

and Capital One

Nov. 2015

SOW with Mandiant to 
perform cyber IR services

Jan. 2019

Breach confirmed after 
AWS data posted on 
GitHub

19 July 2019

Letter Agreement with 
outside counsel

24 July 2019

Addendum to add

pen tests of systems

and endpoints

26 July 2019

First class action lawsuit 
filed against Capital One

30 July 2019

Mandiant issues report 
"detailing the technical 
factors that allowed the 
criminal hacker to 
penetrate Capital One's 
security."

Sep. 2019
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Capital One Reasoning

Scope of Work

Payment

Use and 
Disclosure

“There is no question that at the time 
Mandiant began its ‘incident response 
services’ in July 2019, there was a very 
real potential that Capital One would be 
facing substantial claims following its 
announcement of the data breach. 
Therefore, the determinative issue is 
whether the Mandiant Report would have 
been prepared in substantially similar 
form but for the prospect of that 
litigation.”
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Case Study: Wengui v. Clark Hill (2021)

“…Clark Hill has not met its burden to 
show that the Report, or a substantially 
similar document, would [not] have been 
created in the ordinary course of business 
irrespective of litigation…The problem for 
the defense here is that its two-track story 
finds little support in the record…. 
Although Clark Hill papered the 
arrangement using its attorneys, that 
approach ‘appears to [have been] 
designed to help shield material from 
disclosure’ and is not sufficient in itself to 
provide work-product protection. ”

Key Considerations

Dual Track – No documents, report or 
findings from non-privileged “investigation”

D&P referred to as “incident response team”

Sharing of D&P report with IT and FBI

Use of report for remediation and system 
hardening
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▪May 2019: Rutter’s received two Carbon Black Defense alerts 
identifying the execution of suspicious scripts and indications of 
potentially compromised credentials. 

▪Rutter’s retained outside breach counsel “to advise Rutter’s on any 
potential notification obligations.” 

▪Counsel thereafter retained Kroll Cyber Security “to conduct forensic 
analyses on Rutter’s card environment and determine the character 
and scope of the incident.” 

▪ In the subsequent data breach litigation, plaintiffs sought both the 
forensics report produced by Kroll and “related communications” 
between Kroll and Rutter’s.

Case Study: In Re Rutter’s Data Security Breach (2021)



The agreement between Rutter’s 
and Kroll stated that the “purpose 

of the investigation was to 
determine whether data was 

compromised, and the scope of 
such compromise if it occurred.”

The agreement also indicated 
that the vendor was merely 

retained to collect data, monitor 
IT equipment, and determine 

whether it had been 
compromised.

There was evidence that the 
report would have been prepared 
regardless of whether a suit was 

ultimately filed.

There was no evidence that the 
law firm received the report 

before Rutter’s did.

Holding: forensic report 
discoverable. 

Adverse Facts in Rutter’s
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In-House Counsel Lessons

Allow outside counsel to retain the forensics firm

Clearly define the legal advice sought and purpose in retainer agreement

Pay for litigation-related cybersecurity services from your litigation or legal budget.

Outside counsel should be instructed not to use the same cybersecurity firm as 
the organization has formally retained to investigate/remediate cyber incident.

Strictly limit the distribution of any post-breach forensic report to those with a litigation need-to-know.

▪ Retention

▪ Agreement

▪ Payment

▪ Different Forensic 
Investigators

▪ Limit Audience
and Use
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EXTERNAL REPRESENTATIONS
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Contents of the Privacy Policy

Items Required  CCPA  CPRA  VCDPA  CPA 

Categories of Data Collected/ Processed  Yes  Yes  Yes  Yes 

Sources from Which Data is Collected  Yes  Yes  No  No 

Purpose of Collection/ Processing Data  Yes  Yes  Yes  Yes 

Categories of Data Shared   Yes  Yes  Yes  Yes 

Categories of Third Parties with Which Data is 
Shared  Yes  Yes  Yes  No 

Description of Consumer Rights  Yes  Yes  No  Yes 

Means to Exercise Consumer Rights  Yes  Yes  Yes  Yes 

Disclosure of “Selling” Practices and Method to 
Opt-Out  Yes  Yes  Yes  Yes 

Disclosure of Targeted Advertising Practices and 
Method to Opt-Out  No  Yes  Yes  Yes 

Description of the Process Used to Verify 
Consumer Requests  Yes  Yes  No  No 

Authorized Agent Instructions  Yes  Yes  No  No 

Consumer Request Metrics   Yes  Yes  No  No 

Date Last Updated  Yes  Yes  No  No 
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▪ FTC consistently goes after companies that do not accurately 
represent their data privacy and security practices.

▪Case Study: In Re Residual Pumpkin Entity (2021)

▪Representations:
- email responses to commonly asked questions: “CafePress.com also pledges 

to use the best and most accepted methods and technologies to insure [sic] 
your personal information is safe and secure.” 

- Check out page: “Safe and Secure Shopping. Guaranteed.”

▪Negotiated Settlement in March 2022:
- $500,000 fine

- Establish and implement comprehensive information security program.

- Subject to third-party biennial assessments for the next 20 years. 

FTC Enforcement



FTC Gearing Up 

▪ FTC Chair Lina Khan’s speech at IAPP Summit (April 2022).

▪ “[T]he realities of how firms surveil, categorize, and monetize user data in 
the modern economy invite us to consider how we might need to update 
our approach further yet.”

▪ FTC is considering initiating rulemaking to address commercial 
surveillance and lax data security practices. 

▪ Khan: the current “notice and consent” model is “outdated and 
insufficient,” with the criticality of modern technology to everyday life 
limiting consumers’ alternatives.

▪ TL; DR: Get ready for more FTC action on privacy matters. 
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California AG Enforcement

▪ CCPA Notice And Cure

▪ Office of the Attorney General (OAG) is 
responsible for enforcing the CCPA. 

▪ OAG began sending notices of alleged 
noncompliance to companies on July 1, 
2020, the first day CCPA enforcement 
began. 

▪ Once a company is notified of alleged 
noncompliance, it has 30 days to cure 
that noncompliance.
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California AG Enforcement, Companies Targeted

▪ Industry: Social Media Platform

▪ A business that launched a social media 
platform and advertised itself as being 
pro-privacy failed to inform consumers 
about their CCPA rights. 

▪ The business also exchanged personal 
information about users’ online activities 
with various third-party analytics 
providers but did not post the required 
notices or provide consumers with 
methods to opt-out of the sale personal 
information. 

▪ After being notified of alleged 
noncompliance, the company updated 
its privacy policy and removed all third-
party trackers from its app and website.

▪ Industry: Children’s Toys Distribution

▪ A business that distributes children’s 
toys did not provide notice of the 
required CCPA consumer rights, did not 
include the methods for consumers to 
exercise their CCPA rights to request to 
know and delete, did not list the 
categories of personal information it 
disclosed, and did not state whether or 
not it had sold personal information in 
the past 12 months. 

▪ The business also claimed in its privacy 
policy that it could charge a fee for 
processing a consumer’s request to 
know. 

▪ After being notified of alleged 
noncompliance, the business updated its 
privacy policy to address these issues.
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The Cornerstones: Accurate, Current, Reliable

What Information You Collect, How You Collect it, and What You Do With it. 

Who You May Share Data With 

Contact Information

Consumer Rights

Mandatory Disclosures (Cookies etc.)

Accurate
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Privacy Policy “DON’Ts”

Set it and forget it

▪ Annual update required

▪ Must reflect current practices
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DON’T

Write in Legalese

▪ (aim for 6th grade)

▪ Transparency = Trust
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DON’T
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Hide the Privacy Policy

▪ Accessible from any page

▪ Use the word “privacy”



DON’T
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Forget to ask for consent

▪ Not enforceable in most jurisdictions
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Make unnecessary promises

▪ Stick to the law

▪ Avoid use as a “weapon” following 
a data security incident 



Questions?
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