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What Compliance
Leaders Need to Know
Ahead of Crucial DOJ
Data Security Program
Deadline

Civil, criminal penalties await companies not
ready to comply with new initiative
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The DOJ's new data security program imposes
significant compliance obligations on companies
handling sensitive personal or government-related
data, with a critical deadline approaching in early
October. Sheppard Mullin partner Townsend Bourne
outlines how compliance leaders can meet national
security mandates and reduce the risk of criminal and
civil penalties.

Is your business ready to comply with the full scope of the DOJ's new data
security program (DSP)? If not, steep civil and even criminal penalties
could be heading your way.

The new framework, which went into effect in April, imposes controls to
prevent Americans’ sensitive personal information and other government-
related data from falling into the hands of foreign adversaries. Companies
that collect and share this information in sufficient volumes are subject to
the DSP’s requirements — and the risk of consequential enforcement

actions and fines.
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Key prohibitions and restrictions on data transfers are already in place.
But time is running out for companies to implement additional compliance
obligations like audits, internal controls, reporting procedures and
program due diligence ahead of the final Oct. 6 deadline.

A new framework for data security

The DOJ's new program focuses on transactions involving bulk sensitive
personal data or government-related data, from data brokerage and
vendor agreements to employment or investment agreements. Companies
are generally barred from transacting in a way that would allow individuals
on the National Security Division’s covered persons list or countries of
concern (e.g., Russia, China, Iran, North Korea, Cuba and Venezuela) from
accessing this information.

Covered data types include the genomic information, precise geolocation
data and personal health or financial information of US persons, with
varying volume thresholds for triggering DSP requirements. The DSP’s
requirements even cover transactions where the bulk data has been
anonymized, aggregated or encrypted.

For example, the DSP covers situations where a US company hires an
individual in a country of concern to help develop a new Al tool and, as a
result of this employment, the individual has administrator rights to
access and download bulk quantities of personal data. It also would apply
to a US company that develops mobile games that collect bulk precise
geolocation data and that contracts part of its software development to a
covered person, allowing access to the bulk data. Other covered scenarios
include appointing an individual in a country of concern to a US company’s
board of directors, which would allow the individual access to bulk
personal financial data or engaging a foreign private equity fund located in
a country of concern to provide capital for construction of a data center in
the US.

While many companies have focused on the sensitive personal data
requirements, it's important to remember that the DSP also regulates
transfers involving precise geolocation data for any location on the
government-related data list (included in the new DOJ regulations), as well
as sensitive personal data marketed as linked or linkable to current or
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recent former US government personnel or contractors, regardless of
volume.

Additionally (and unconventionally), companies are required to make a
report to the DOJ within 14 days of receiving and rejecting an offer to
engage in a prohibited transaction involving data brokerage. The report
should include information about the individuals requesting the transfer,
the types and volume of data requested, the proposed method of transfer
and accompanying documentation.

Further, as outlined in the DOJ's FAQ, there are a number of exemptions to
these restrictions for specific situations, such as routine corporate group
business transactions with affiliate companies overseas or certain kinds of
routine financial services transfers. Still, companies that may engage in
restricted transactions need to put heightened security measures in place
to avoid willful violations, which could bring criminal penalties of up to $1
million in fines and two decades in prison.

DATA PRIVACY

Who’s Minding Your Data? The
Case for Dedicated Privacy
Leadership

by Daniel Barber ® JUNE 16, 2025

As state privacy laws multiply and Al introduces
new vulnerabilities, the question isn't whether you
need dedicated privacy expertise — it's who will
fill that critical gap
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The end of the enforcement grace
period

To help companies comply with the DSP’s restrictions, the DOJ offered a
90-day grace period from the April 8 effective date, delaying action
against companies making good faith compliance efforts such as:

= Assessing datasets and datatypes that might be covered by the rule.

= Reviewing data flows and data transactions.

= Analyzing vendor agreements to determine the need for new

contractual terms, renegotiations and potentially new vendors.
» Instituting vendor due diligence practices.

» Evaluating employee access and potentially modifying roles,

responsibilities or work locations.

» Assessing investments and investment agreements relating to

countries of concern or covered persons.

= Revising or creating internal policies and procedures aligned with the
DSP.

» Implementing security controls as set forth in the requirements
established by the Cybersecurity and Infrastructure Security Agency
(CISA).

That grace period ended July 8, and companies should not be surprised if
the DOJ decides to make an example of those whose compliance efforts
are not up to par.
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The October deadline: Programs,
audits & reporting

By Oct. 6, companies covered by the DSP need to put in place numerous
policies and procedures for covered data transactions, including:

A data compliance program, which should involve, at a minimum:

= Risk-based procedures for verifying data flows involved in any
restricted transaction, including auditable methods of logging:

» The types and volumes of data involved in the transaction.

= The identity of the parties involved in the transaction, including
any individuals’ entity ownership, citizenship, or primary
residence.

= The end-use of the data.

= The method of data transfer.

= Risk-based procedures for verifying the identity of vendors for
applicable restricted transactions.

= Written policies that describe the data compliance program and the
implementation of the security requirements that are annually
certified by an officer, executive, or employee responsible for
compliance.

Audits. Companies that engage in any restricted transactions will have to
conduct an annual audit. The DSP framework includes specific directions
for the audit’s scope, timeline, and the resulting report.

Annual reports. Companies that engage in restricted transactions
involving cloud-computing services and have 25% or more equity interests
owned (directly or indirectly) by a country of concern or covered person
will need to make an annual report by March 1 describing the covered data
transactions during the previous year.

Best practices for DSP compliance
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With enforcement already on companies’ doorsteps and new requirements
coming due in October, corporate compliance leaders should ensure their
programs fully align with the DSP today. The following best practices can
help.

Conduct (and document) applicability assessments

Some companies, particularly those that are not used to dealing with
national security requirements, may assume that the DSP does not cover
the types of data they collect or transactions they perform. However,
assuming your company is out of scope is a serious mistake.

That is because the DSP’s requirements go beyond transactions with
covered persons and countries of concern. They also require companies to
include specific contractual language for data brokerage transactions even
with foreign persons who are not covered persons under the DSP. That
means that an American company selling the health data of US persons to
a company in Saudi Arabia in sufficient quantities, for example, would
need to include language in the contract that prohibits the buyer from
then reselling or engaging in a covered data brokerage transaction with a
covered person or country or concern. Without this language, the sale
becomes a prohibited transaction.

Companies should carefully assess their existing data collection practices
to see whether they are amassing, storing or transacting in covered types
of data in sufficient volumes to trigger DSP requirements. These
assessments should be thoroughly documented in the event the DOJ later
alleges that the company violated the DSP.

Implement clear policies

Companies covered by the DSP need to have a written policy that
describes their associated compliance program and is annually certified by
an officer, executive or employee responsible for compliance.

A written policy alone is insufficient, however, especially with a new
framework like the DSP. As with any procedural change, companies should
effectively train employees on the policy, including how it will impact their
day-to-day operations and any recordkeeping and reporting obligations.

Strengthen vendor due diligence
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Reviewing contract terms with vendors is an essential part of DSP
compliance. Companies should carefully determine whether any of their
vendors are directly or indirectly owned by covered persons or operating
within countries of concern.

Using real-time screening software can help companies stay in
compliance as the covered persons list is updated. The DOJ recommends
that any software tools incorporate updates to the list, account for all
identifiers (including alternative spellings or names), include
organizational hierarchy information, consider vendors’ geographical
information and screen current, new and prospective vendors.

Countdown to compliance

As the Oct. 6 deadline approaches, companies cannot afford to take a
passive approach to DSP compliance. Every organization handling
sensitive personal or government-related data should take steps to assess
its risk, formalize compliance protocols, and prepare for regulatory
scrutiny.

A proactive, well-documented compliance policy will not only help avoid
enforcement but also demonstrate a serious commitment to data
governance and national security.

Tags: Data Governance DOJ
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